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Abstract— We present CyberSash, a blueprint for a wide-area and more turning into access methods to an always-on -
storage network that is both more reliable and more scalable or ubiquitous - computing experience. Physically bounded
than traditional storage methods. Our principal goal is to make resources do not fit this view. Instead, resources must be

advanced backup technology accessible to regular consumers. . . . o .
The chosen architecture is therefore simple to use and maintain. accessible regardless of location or device. This is trectdon

Because of its global spanCyberSash can serve not only as Pervasive computing is taking. Distributed storage caweser
a backup tool, but as a cornerstone enabling the vision of as building block for such a global fabric, but only if the

pervasive computing [1], [2]. We identify requirements, preseh distributed datastore is conceptually detached from iysicl

an architecture and_e_malytlcally find a lower bound on reliability substrate so that information is persistent. For all peatti

that surpasses traditional approaches. ) . o .
purposes it should also be simple to maintain and resistent

I. INTRODUCTION to failure, especially when deployed in a public environten
o such as the internet. In principle, then, it demands the same
A. Motivation features as an online backup tool.

Computer files are often the only product of a process thatAdditionally, distributed storage makes more flexible, fine
took up many man-hours. Their value may be high; mudjrained control over storage cost and resultant qualitgiptes
higher indeed than that of the medium on which they afehe value of data is subjective and volatile. It fluctuates
saved. Wage increases and storage technology innovatiandely, from next to nothing for a downloaded CD image to
are constantly widening this gap between perceived valt@vering for a nearly finished manuscript. But the trade-off
and actual storage cost. We therefore expect that people laeéween storage cost and reliability is made at a coarsa;grai
willing to offer up factors, if not orders, more room tharadding a backup drive does not exactly consitute tweaking.
stricly necessary to store a file in return for sharply insegh Ideally we could make the trade-off for each individual abje
reliability. Large organizations can rely on enterprissteyns Scaling upward makes that possible: replication to 10 thods
to secure their data. Current consumer backup strategies,harddrives increases reliability far beyond what RAID can
the other hand, are rigid, simplistic and weak. Even if peopbffer. It comes at a price, of course. But a price that the
are aware of the unavoidable breakdown of hardware thaictors themselves can agree on, unbounded by physicalsacto
options are often limited to copying a file to a floppy or CDWith storage turned into a commodity, matching multiple

Since hardware is fallible, higher-level strategies aredeel actors’ data to a finite amount of storage space becomes a
to increase data safety. Replication is a logical method asclearcut scarcity issue. Then, market mechanisms can lik use
reduces dependence on individual physical devices. Thys web optimize resource distribution fairly and robustly.
minor increases in storage investment bring with it re&dyiv o
high pay-offs. RAID [3], the de-facto standard for transpar B- Contribution
replication, has long been restricted to high-end enviremis1  We investigate the applicability of wide-area networks to
because of cost and complexity. However, as computatiomaliable storage. Our contribution is twofold. First, wegent
cost has dropped significantly software-based RAID hasibega simple yet powerful market-based distribution scheme-Se
seeping into end-user systems. Software RAID is alreatlgn Ill). Second, we analytically verify applicability afnre-
being shipped with the popular Linux and Windows operatifgable peers for reliable storage (Section 1V). Building the
systems and firmware-based solutions are included in magquired insights we propose an architecture (Section &) th
consumer PCs. A drawback of local replication is that it @innis geared especially towards regular end-us€yder Stash.
secure against sitewide issues (e.g. power failure or fire).
Distributed solutiongan shield the user from these errors, but
were until recently only thought of as enterprise systenme T We are not the first to look into transparently distributing
leap in consumer broadband we're experiencing is openiag ftiata to achieve higher reliability. Available distributstbrage
way for more personal data replication. Case in point is tleystems can be roughly divided into two groups: they are
popularity of file-sharing networks. either scalable, but unreliable or reliable, yet orientednaall

The increasing interconnection and convergence of deviaaganizations of trusted peers.

(e.g. PCs, phones, and TVs) brings about a second reaso®ne of the first endeavours into reliable distributed sterag
for turning to widely distributed storage. Appliances areren was RADD [4], a method of scaling RAID to small networks.

II. RELATED WORK



Later initiatives are Zebra [5], XFS [6], and Frangipani.[7] File-sharing networks are, to the dismay of many musicians
Zebra is notable in this context because it was the first o laand filmmakers, proof that duplication can lead to online
centralization. The two later designs nearly simultanBouspersistency. They also show that distributed systems drineo
extended the design by also removing the need for a cenfpalilege of professional organizations. For this reaseerp
filesystem index. Frangipani - the authors remark - is, thhouto-peer technology is a prime candidate for taking consumer
building its filesystem on top of a simpler virtual block dewi backup to wide-area networks. Relying on unknown peers for
(Petal [8]) less efficient, but easy to implement and mamtaidata replication however also introduces two potentialass
These solutions do not scale well, however. Enterprise ortw trust and motivation. Trust, it is our thesis, can be acldeve
attached storage (NAS) and storage area networks (SANs) fal playing the numbers game: with enough redundancy the
in this same domain. influence of individual actions on data reliability will be
Peer-to-peer networks, on the other hand, are highly scaégligeable. Motivation is a different issue. Since renp&ers
able. But so far they have not been entrusted valuable date (ideally) unaware of the data they are storing no real
because of a lack of (proven) reliability. Academic P2Pager sharing is involved. Why would anyone then want to carry
projects, among which are CFS [9], PAST [10], Ivy [11] angour data? As with all successful P2P uses we must supply
pStore [12], show promising results but lack hard securign incentive. If possible, the resulting mechanism sholdd a
guarantees. Also, we will show that they waste space by usiimgrinsically discourage fraude.
mirroring as replication strategy. Their primary advaetag
advanced lookup - goes unused with personal backup.  B. Introducing Markets

OceanStore [13] is by far the most mature framework Remote peers have no interest in our data as it is (supposed
combining the two ideas into a globally persistent filesyste (o he) opaque to them. In the handling of this issue lies our
It is meant to solve many issues and is therefore' much M@}&t innovation. Recall that (1) we presuppose that peoge a
complex than what we propose. Another possibly matuigjing to spare more storage space than necessary forgcki
application is HiSpread [14], but little background infation  ,, thejr data and (2) that with a proper incentive in placepee
can be found about it. _ ‘will see no reason to try to break the system.

Bolosky et al. [15] have conducted a study into the appli- gy assuming that users are willing to increase storage cost
cability of enterprise networks for peer-to-peer basekBpc  peyond the minimal necessary level we can motivate others to
Their results point to more widely distributing data, as Wgarticipate. In principle, the proposed scheme is to recigie:
propose. Another method we propose to use, erasure Codgrs need to make available as much space as they claim. This
based replication, has also been pursued earlier, in Ot@@NSy 556 ryle can, and will, be extended. But the simple form just
and Reperasure [16]. Initial results show that softwagetia given clearly shows the expected reason for success: becaus
erasure encoding can limit throughput [17], but newer spg-,sers data is held hostage by a third party meust follow
cialized codes may help to circumvent these problems in the, ryies of the game. His reason for participating in data
future (e.g. [18]). sharing is not idealistic, but purely pragmatic and focused
maintaining a reasonable level of availability of his owriada
Whatever constitutes a reasonable level is decided by the use
himself.

To g_et _the best of both worlds we intend to_crossbreed theThe next question is how this system can be implemented.
two existing classes of network storage solutions. ENEEpr \jicronayment schemes have so far had little success onthe in
storage systems use advanced replication strategiesitodft ternet. We propose a direct value-exchange system pangllel
reliability for capacity. Peer-to-peer (P2P) networks maRta cpeqes. Cheques have the unique trait that there is a single
globla.lly accessible and are invulnerable to ;itewide fa8u  Haorson issuing a cheque and any number of people accepting it
Additionally, they have been shown to be simple enough Iy havment. It is not uncommon for a cheque to be transferred
be used by consumers and are highly scalable. multiple times before being cashed in. The advantage of a
cheque-based system over full-fledged micropayment is that
is much simpler to implement. With public/private key
cryption digital cheques can be signed as easily as their

er counterparts. And by directly reciprocating for ésu
eques no trusted third party (i.e. bank) is needed. Clseque
ong as the issuer reaccepts his, can be used to set up

I1l. M ETHODOLOGY

A. Scaling upwards

We do not intend to build a full-scale network filesystemgn
Personal backup has a few characteristics that allows us
circumvent a number of hard problems specific to distribut
storage. We can safely assume that only large batches of

are stored, that only one user accesses any pi_ece _of c_iataﬁp nstance our needed 2-way hosting agreement. By being
that no updates can occur. Because of these simplications We,qferapje they can also be used in a P2P environmentewher

don’t need to worry about sophisticated consistency Cd)mrt‘ﬁe issuer cannot control all actions and no trusted thirtypa
and lookup algorithms. On the other hand, backup has nk) exists

drawback that because data is highly personal there is lit
sharing mVOlved;_ a ba(_:kUp network lacks the incentive to lor she, ofcourse. We can’t continuously circumvent the laggis gender
cooperate, especially with strangers. bias



How do cheques apply to a storage network? Accompanyingth the Mean To To Recovery (MTTR), the availability of a
every block of data is a cheque reciprocating for the sameedium using the following equation:
amount. The hosted data serves as a collateral to this cheque
If the user from which data and cheque originate does not Availability = MTBF (1)

Y

accept the cheque he risks removal of its own information. MTBF + MTTR

The scheme becomes more interesting when we drop thél’he probability that a devic& is still working at timet is
1:1 reciprocation agreement. Perhaps someone’s willing 4/€n by:
share 10x more diskspace than needed for his backup. In a ¢
fully balanced market he will receive the equivalent of 10 P(alive(X,t)) = exp(37mrr) (2
remote copies. In an environment where resources are scarc *
however, it may be possible that people are willing to share
more unused diskspace than they have data to store. Or \}

versa. When cheques can be coupled to data blocks in érﬁxd time 2. But. reliabilit Iso b d to denot
ratio a simple market can emerge. (rjat 0.”: '”_‘te C u 'hret"? It;1y canbabgﬁt ?h utse g t;”? €
Transforming storage into a commodity has had the interegt o 'Ntegnity, as in what s the probability that my datél s

. P S
of service-oriented corporations for a while (IBM’s Autoniz ierﬁlsctnsrt::lt'u?nﬁetl. é('::coersgailgkljjspéﬂarl]einstchitndamrﬁiztmg IS more
Computing, HP Utility Data Center), because in a mature P - imely X ' grity a n '

Data distribution complicates matters, as it may lead to

ket th h h . o
:Z?l:rr?t they can request other goods than storage spac%érr}lal availability and thereby to loss of data. We take the
A s.hortfall of micropayments is that their administratioryiew that in backup no errors are accepted, therefore partia
pay integrity is considered complete failure. But is integiGtgsely

overhead often outweights the actual transactions. Chﬁequr‘?f.\lated to availability? The main questions to answer aratwh

too, would have this problem were it not for the fact th%e availability and integrity metrics for a distributed dnem

:zegasrgr\(/:ir?eszn?: IIT:gdbLOzgg é?joﬂﬁi/"timsg Xtesa.nlfglj::tasn e, how these scale with the size of the network and how they
, o y . Y . . gompare with more traditional backup solutions.
credits” have been obtained. The economies of online games

(MMORGSs) show that this method of linking nearly worthles#\. Integrity

online activity to a handful of "real” transactions can iede  Harddrive manufacturers today list Mean Time To Failure
build a viable market (e.g. [19]). metrics of between 300 thousand hours for laptop drivesao 1.
An additional extension is to introduce explicit servicenillion hours for SCSI server devices. Clearly, the probbi
constraints into the cheques. Especially of use in a P2t a peer in the network will stay up for this long is
environment is to be able to notify peers of projected uptimgext to nothing. More important, though, is that this number
Then, a node can for instance communicate that it can orjignifies Mean Time To Failure for physical devices, but Mean
make data available during Working hours. As we will ShOWime Between Failure for network nodes. The MTTF of a
later, it is beneficial to reliability of the whole when indiwal dijstributed backup solution is also dependent on anotlotoifa
actors clearly communicate their present and future state. replication rate, i.e. number of hosts carrying the dat@aBee
How do we set up the marketplace? The simplest solutigtnis based on an exponential distribution MTTF scales with
is to advertise datablocks together with their chequeshis tthis value, which we shall calR, as given by the following
buyer's market storage nodes can choose what they feel is Hagmonic series:
best deal. This is important as data publishers set the price
when they tie cheques to data. And it is fully in line with the
principle that we must give actors an incentive to cooperate
instead of forcing them through technical means (that can be ) o o
broken). Theoretically reachable reliability may be infinite, but

There are many open questions and technical details thaf TF growth diminishes with network size, as Figure 1
have to be filled in, for instance related to misuse, forgeRNOWS: From this observation follows that a small number

and overhead. We will deal with those when discussing i replicas optimizes return-on-investment, indicatihg tse-
architecture. fulness of RAID arrays. Why, then, do we propose to more
widely distribute content? The reasons for this are mostly
practical and have already been given: (1) distribution in-
creases robustness against local failure, (2) P2P has a low

Because reliability is considered the single most impartaantry threshold, which makes it suitable for end-users &t (
feature of a backup medium contending technologies mumtkes global persistent storage possible. Without a mdire ef
provide an acceptable lower bound on indicative metrica- Trcient replication strategy, however, cost per megabyteushm
ditionally, the Mean Time To Failure (MTTF) for destructivehigher than that of RAID. The erasure-code based solution
and Mean Time Between Failure (MTBF) for non-destructivimtroduced in Section IV-C has the potential to significantl
failures are used for these purposes. The latter givesthitege lower this cost.

%’hese metrics show that the term reliability conveys more
n one meaning. It can be used to mean availability, as
‘'what is the probability that | can access my data at a

R
1
MTTFp=MTTF +Y = (3)
1

i=1

IV. ANALYSIS
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Fig. 1. increase in MTTF relative to number of replicas Fig. 2. relative increases in availability

B. Availability assumption is questionable, especially for highly homeges
environments, such as campus networks, where nodes show
F@hly correlated behaviour over time [15]. It is more vaditd
arger scales, especially ones that include multiple tones.
Intelligent placement can further alleviate the negatiovase-
guences incurred by a skewed distribution.

Availability, similar to integrity, scales increasinglyosly.
As Equation 1 shows, its range lies between 0 (none) a
1 (full). Regardless of the availability of a single host;{,
increasing the number of copids will make availability Ar
approach 1. Figure 2 showdp in relation to availability
of a single deviceAd; and the replication rate. From it we

can learn thatdy scales linearly with increases iA;, but U, = 16 _ 2
logarithmically with R. The lines plotted on the surface of 24 3

the mesh indicate equal levels of availability. From thet fac A, =1— (2)n (5)
that they are not perfectly round we can deduce that the two 3

variables do not impact availability equally. Increasing is, Ap >=0.99999 & n >=29

in general, the more effective strategy. However, as we aan
always influence base availability - especially not in peer-
peer networks - the replication rate can be a useful instname ~ We've seen that untrusted media such as P2P networks
And, as manufacturing cost often scales exponential wii@n be turned into reliable storage space by introducing
reliability, there is bound to be a point where adding a fef@dundancy. But the minimal replication numbét) (is high:
nodes (linearly scaling cost) is cheaper than increasing pt# the order of 20 to 50 for a low value of;. Is there a
node reliability. way to reduce this costfactor while retaining the same lefel
When discussing availability the “rule of the 5 nines” id€liability, not counting storage reclaim through compsfes?
often mentioned, meaning that achieving 99.999% avaitgbil There is: using erasure codes.
is considered good enough for many purposes. The earlieS0 far we've only looked at mirroring for replicating data.
mentioned MTTF for physical drive$£10° —1.2%10° hours), Mirroring is useful because it is intuitive and simple to
coupled to an MTTR of a few hours results indeed in numbe¥gplement. It lies at the basis of RAID level 1 and is an
between 99.99% and 99.999%. From Figure 2 we can see tfficient 2 disk solution. But beyond 2 disks more efficient
approaching this level with only a low value fdr, takes many Strategies can be used. RAID level 5, a popular mechanism,

nodes. Equation 4 gives the formal relation, whergbgtands Manages to reduce storage overhead significantly compared t
for unavailability. RAID1 by using parity-data; it calculates the exclusive OR o

all D datawords and stores the resultdnt+ 1 words. Any
D of the D + 1 words now suffice to reconstruct the original
A, =1-U, (4) data, making the system tolerant to one failure. RAID6 edsen
U, = (Uy)" this idea by saving 2 different parity words and conseqyent!
allows recovery from 2 concurrent failures.
As an example we calculate how many nodes are needed tén the general solution the parity/data ratig-.p) is fully
reach the 5 nines when the average uptime is 8 hours per dagjustable. Known afeed- Sol onon (RS) encoding, this
not uncommon for desktop PCs. As Equation 5 shows, und#ock-level error-correction mechanism is used often itada
this assumption we need 29 replica’s to reach the same letrahsmission, from compact disk recording to deep space
of availability as a single physical drive. However, we haveommunication. RS codes are just as applicable to storage
implicitly assumed that uptimes are uniformly distribut&tlis as to transmission, as storage can be seen as nothing more

. Introduci ng erasure codes



With erasure code® + 1 hosts must go offline before this
v — happens. From this follows that with large enough, e.g. 100,
downtimes of single hosts are hardly noticeable. A second
benefit is that bothrp.p)y and D are explicit and easily
adjustable, making the whole framework tunable.

How is integrity affected by this solution? With a parity-
based solutiolM/TT Fr is no longer directly dependent on
the number of replica’s, but on the minimal number of words
needed to recover all the data. With = P, minimally
necessary recoverable data is only 50%. Recall from Figure 2
that 50%availability can be satisfied with only a handful of
hosts. However, with so few hosts the value can rise andlshrin
sharply. A sharp decline, even for a short while, can result i
dataloss when a peer never returns. A more stable solution
is achieved by spreading data over as many hosts as possible.

Fig. 3. influence of fault-tolerance on data replication Wide dispersal of chunks is beneficial because the law oélarg
numbers increases resilience against site-specific issnes
than freeze framed transmission. The embedding in CDsrisduces availability variability.
indicative of this point. Contrary to intuition, erasure codes have been shown to be

RS codes are members of a class of encodings caiésdre  |ess efficient than mirroring when peer availability and R
codes. Other members have better performance, more closelye both low [21]. But when users offer up factors or orders
approach Shannon'’s theoretical limit on optimal informati of diskspace more than necessary - as we assume - erasure
transfer (the Shannon-Hartley theorem [20]) or are less feodes are indeed an efficient choice.
cused on burst errors. Because computational complexity ap
pears to limit applicability [17], one especially effeaticode V. ARCHITECTURE

might be LEC [18], as it is much more conservative in this CyberStash builds a network from equal hosts. The archi-
regard than others. We will not go further into which of thesg.cture therefore contains two parts: the software to kihiéd
codes is best at the moment, however. Instead, we will paifsts and the interconnections between them. We will first de
an admittedly overly simplified picture by presenting offig t scribe the communicate patterns, and thereafter indiVioker
efficiency increases obtainable by using Reed-Solomonscodgetails. We conclude by discussing the e-cheque framework.
Figure 3 shows how data correlation relates to replication ]
efficiency. For each point in the plot the total number of veord® Interconnection
is R = Data+ Parity, but we varyr p.py and level of fault- Peers communicate with one another over an unreliable
toleranceF. r = 0 : 2 corresponds to mirroring, while = network. Figure 4 displays the communication paths needed
% : 1 gives RAID5. Both of these can recover from a singleo support the mechanisms identified in the methodology.
failure. The latter, however, needs — 1 fewer words than Which type of network then best suits our needs? Peer-to-
the first to achieve this. When using as much space for errpeer networks can be largely subdivided into two groups:
correction as mirroring we can even calculde= D unique search-oriented networks and data-oriented networks. rd/e a
recovery words, allowing recovery fro? errors. Now fault- interested in the secondwarming protocols, as they are
tolerance scales linearly witly, not with R! Computational concerned with copying. Swarming’s novelty lies in peer
complexity sets a practical limit on the size of the corrtiat cooperation during transfer. Simply put, whermpeers want to
datasetD. fetch a file fromm servers they coordinate their work to each
Figure 3 shows that the efficiency gain obtainable by usiregpy different parts. At the same time they make available
RS over mirroring not only grows wittD, but also withF. already downloaded parts, becoming servers in themselves.
This is beneficial in a volatile environment whefemust be ~ The practice is interesting because it exploits available
high, such as a P2P network. At the same time P2P netwogearallelism more than traditional client-server models, do
makes it easy to reach high values for In general we need thereby increasing throughput. It also has some featus th
D+ P—P = D chunks to be able to reconstruct alloriginal uniquely serve our goal. First of all, swarming relies on
datachunks. The trick that enables P2P storage is that we ddohunking”, breaking up data into smaller pieces reminigce
necessarily need the origin& chunks. With erasure codes weof traditional file systems. Second, it is great for repimat
can more widely disperse data, thereby increasing the ehaas chunk exchange is baked into the protocol. Swarming lacks
of recovery, asD + P now equalsk. So, for D datachunks, lookup mechanisms. But that should not worry us as metadata-
we can have D chunks. Dispersing them ideally means oveexchange is simply not necessary farsonal backup; linking
2D hosts. With the original setup we would now have exactlfles to chunks and locating remote chunks are tasks carried
two replicas of all chunks § = 2) and therefore only two out solely by the data-owner. The best known implementation
hosts would need to go offline to make some data irretrievabtéd swarming is BitTorrent (BT).
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Advertisement address space. Removing that obstacle greatly simplifies im-

f‘;frfracker) plementation. On the other hand, it ties translation ofuaikt
to physical locations to individual block devices, thusding

any chance of building a fullscale global filesystem. As we'r

i'a”tf}:a e dealing with personal storage this is not an issue. A metfiod o
1. publish Storage Nodes g : X .
(BT Clients) amending this shortfall - though suboptimally - is explaine
CyberStash in the distribution layer section.
Net Code .. 3. store 6. retrieve = Space allocation, or finding the right place to park data, is
4cash cheque handled by the market mechanism described in Section IIl.
Storage and retrieval are no more difficult than standard dat
Fig. 4. network topology architecture transfer, as there is no advantage in using swarming pristoco
for non-replicated chunks. Deallocation, finally, is based
Application Layer lazy updating. Ch_eques are useless when they cannot be
userspace — cashed. Data deletion, then, is a two part process. In phese o
— o —n Distribution Layer R the block device ‘forgets’ a mapping between logical block
kernelspace Filesystem Layer and physical data. Phase two occurs when a remote party

produces a cheque. The cheque will simply bounce, whereafte
its carrier deletes the data serving as counterweight.

Reliability metrics greatly improve when nodes signal that
Raw Block Device they are going to deallocate data [15]. Because there’s no
incentive in our architecture to signal and many things can
go wrong on consumer machines, reliability will not reach
optimal levels in practice.

2) Reliability Layer: The reliable block device exports the

Chunks continuously move around. Communication &@me interface as its underlying sibling. Indeed, the 4chasi
metadata between peers is handled by posting updates to @#Pns it must carry out are eventually all handled by the
reading status from a centralized advertising board. Thesederlying layer. This layer's only task is parity-dataeint
boards, called "trackers” in BT lingo, are simple webpageB?,aVing: translating between raw chunks and reliable chunk
one for each logical data-unit (file). As shown on Figure 4t is mostly concerned with accounting: setting up replarat
trackers are the objects used to create the illusion of d&fkategies fitting the chosen cost level and optimizingeeat.
persistency. The client can retrieve his data from anywhedloading is achieved through job advertising, after which

Secure Block Device

CyberStash Reliable Block Device

Fig. 5. software stack

in the world by connecting to his tracker. remote nodes use a swarming protocol to fetch the chunks.
Downloading is based on a parallelized client/server maito
B. Software Stack As only a subset of peers need to be contacted for content

Building a storage infrastructure involves dealing withnya recovery this too can be optimized. This layer duplicateseso
distinct issues, not just reliability. To keep these conserwork also taken care of in the lower layer, e.g. advertisiatd
separated we opt for a layered software stack. CyteerSash  chunks. Therefore the two layers are best built in coopmmati
stack is shown in Figure 5. Its basic building block is avattu  3) Trandation Layer: The translation layer orders and
disk, similar to Petal [8]. On top of that lies a redundancyapplies encryption and compression algorithms (e.g. gzip
increasing layer that implements a reliable virtual dridel- followed by AES) to fresh chunks and reverts this process
vanced behaviour is layered on top op either of these twadiskipon retrieval. The layer can be implicit, i.e. a manual task
Most needs will be application specific, but we identify #hreor it can be implemented as a virtual block device itself,
that are widely applicable. First, encryption will be wigel exporting the same interface as its sublayers but with reiffe
employed by end-users to keep their private data safe fratata semantics.
prying eyes. Second, compression greatly enhances storagéhe advantage of using a block device for this layer is
efficiency at near-zero cost. Third, grouping into logicaltsi that the same techniques can be applied to all types of
(files) is so common that storage simply demands it. underlying block devices, not just our virtual devices. Mod

1) Transport Layer: The transport layer implements a vir-operating systems often already natively support trarspar
tual block device. Block devices are much simpler than filent encryption and compression of block devices, in which
systems; the set of actions that they must be able to cacgse implementation is straightforward. Additionallyteinfile
out is restricted: space allocation and deallocation artd daompression, pioneered within deep archival systems {221,
storage and retrieval. The vdisk mimics a contiguous storabe incorporated.
area through its interface. Internally it connects disiturdus 4) Filesystem Layer: At some point block addresses must
globs of data to form this virtual structure. For this scheme be translated into files: the task of a filesystem. In our
work remote data must be uniquely identifiable (e.g. throughodel the FS layer must only handle translation between
URLS), butthere is no need for a contiguous global block filename/offset pairs and logical blocks, because other FS



mechanisms have a high probability of clashing with thage space and intervening when necessary. Historicalgrend
near-inexistent update model of the underlying block device.g. regarding node uptime, can be found, extrapolated and
resulting in dogged performance and high storage overheataken into account. For continuous operation this optitiona
Updating is not encouraged, although a delete followed lapplication must live in the pervasive fabric of the net, ant
a store can always be used to simulate an atomic operatian.individual access device. We are in the midst of implement
The zebra networked filesystem [5] implements updates oveg a dedicated manager that fits this role (BetaGIS [25]).
a striped network by using a log-based filesystem [23]. B
caching small writes and processing these in batches t Cheques
managed to reach acceptable levels of performance. Skydols Cheque-based micropayment was introduced in Section IlI.
extends this idea to parity-based block devices [24]. But iNow we will discuss technical details. For a cheque-based
does not take the expected high degree of unavailable nodgstem to work it must satisfy the needs of both the publisher
in a peer-to-peer storage network into account. and carrier of the cheque. Satisfying the carrier is the easy
Implementing global consistency control is notoriouslypart. As he holds the other party’s data hostage he has a
hard. It is further complicated when dealing with parity eer powerful bargaining position. If his partner proves urable
Because our use-cases don’'t depend on it we chose to didredjgr can simply delete the data and reach a new agreement with
the issue in principle. This is not to say that such methodgsmeone else.
cannot be applied. As the block device is the bottleneck of this Safeguarding the publisher’s rights is not so simple. What
system it can initiate pseudo-atomic operations, lockamgi sets e-cheques apart from their everyday counterpartsais th
and flag dirty blocks (e.g. on offline nodes). the initial exchange is made before the task is completetth, wi
One specific scenario wherein updates would be usefulpartner that is in principle untrustworthy. Trust needé®eo
is metadata interleaving. Introduced in xFS [6] and Frandbuilt, for instance through a question and answer schenadt "T
pani [7], metadata interleaving lends the same level ofriggcu me what is stored in theth word of blockd,.” or "how much
to the block device’s lookup tables as to the stored dat#.itspadding is appended to blodk?”. A potential problem with
A frequent problem with older filesystems, such as FAT, Q&A schemes is that the publisher must be able to verify
that lookup tables are easily corrupted. Naturally, thatiac- answers. The more elabore his questions, the more backajroun
ceptible behaviour for a storage device. Distributed allimn  information he himself must have available. Ofcourse, he ca
tables as we designed them - using BT trackers - are quifeoose to bluf. But so can the other party.
volatile, however. Tracker implementation is beyond thepgec =~ What does an e-cheque look like? It must carry some
of this paper, but we will point that althought the referencimformation only visible to the publisher (i.e. encrypteth)e
implementation is centralized there is increasing intenes block ID(s) for which it reciprocates and a serial humber in
distributed solutions. Other metadata, such as the rétiabi case there are multiple replicas. Also, because cheques are
layer’s replication records, are ideally also distribut®dth transferable they must tell carriers where they can be dashe
so much development going on in the area we leave this fand state their worth, naturally in unmodifiable form. Fipal
future work. they must contain a hash connecting the cheque to a datachunk
5) Distribution Layer: CyberStash is not a traditional peer- e.g. an MD5.
to-peer program. Nevertheless it can aid data distributionAt an abstract level e-cheques are simply transferable con-
through sharing part of its distributed allocation tablest’s tracts. They state an agreement between two parties, whereb
say that file X must be copied. Then the filesystem layeone party is not explicity mentioned. The encoding can be
must supply its translation mapF'¢~[B;, ..., B,,]) and the extended in other meaningful ways. In our case it would, for
block device its lookup tables, — http : //...). With this instance, be useful to be able state partial availabilisyira
information anyone can duplicate the partial virtual desic "l will try to make your content available between 8am and
in read-only mode. Since the cheques point to the originahm every weekday until december 31st”. Such contracts are
owner and only he can sign them the device cannot be shabeded on the same trust mechanism as the simpler version, but
in read-write mode. Integrity is lost only when this key igequire additional language constructs and thereforetiaddi
compromised. logic in the chunk selection algorithms of storage nodes.
6) Application Layer: The top, or application, layer is Dedicated management applications (e.g. BetaGIS [25]) can
agnostic to the workings of the underlying system. Usemspalse used to optimize the search strategy.
applications can therefore interact with the filesysterugh The last problem we must deal with is misuse. If possible,
their normal API. We need to export additional mechanisma,distributed system should be built in such a way that little
however, to allow users to specificy the acceptible cost ofoa no trust is required for operation. Has our cheque-based
piece of stored data. mechanism succeeded? What are obvious weak spots? The
External management is a special class of tasks for whiofain problem lies, as pointed out, with trusting that a nade i
the API should be extended. As analysis pointed out, pesttually storing your data. We have yet to find a better smtuti
availability may not be uniformly distributed, in which @s than the one presented. What about vandalism? As there is no
reliable block availability will also fluctuate. Availalfiy can single point of failure breaking the entire system will bedcha
be kept high by continuously monitoring the state of the-stoFreeloading by not accepting your own cheques is discodrage
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